Layered Email Security

(Incoming E-mail Flow)
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Port 25: Static NAT to Mdaemon Server 1. Mdaemon Pro connects to Active

SMTP Proxy: Screen

Directory by LDAP to verify legitimate

executables and other malicious content E-mail addresses

No Relaying: Mail accepted only
to local domain

2. RBL (Remote Blackhole List)
3. Spamassassin
(Heuristic filtering, based on rules)

Exchange Server

1. Symantec Mail Security
Exchange Server does not
face the public internet

End User PC

Outlook
Desktop Anti Virus
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